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Ransomware

Threats are Real

Take control with Veritas Backup Exec™

This year, we've seen a rise in attacks on businesses, government organizations, and public
services—large and small, across the globe. They've caused gas shortages, disrupted
healthcare systems, closed grocery stores, shut down schools, and halted manufacturing.
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The Hackers Are Motivated

Victims typically paid up to $ 5 0,0 O O

in remediation costs, whether or not they paid the ransom.

The average ransom demand jumped 43% in 2021,
with the median payment jumping 58% to

$78,398

Criminal Collective Responsible For...

REvil « JBS (US$11 million)

Averaged US$2.5 million in = Kaseya that affected thousands of small businesses and locked down tens of
payouts per breach thousands of systems (demanded US$70 million for a universal decryption key)
Conti « ExaGrid attack (US$2.6 million)

Often demands = Attack on Irish health system

million-dollar payouts = Attacks on 400+ organizations worldwide, including 290 U.S. companies
Maze

= Attack on City of Pensacola, FL

Made average ransom . .

demands of US$420,000 Attack on Southwire

DarkSide_ _ _ = Attack on Colonial Pipeline (US$4 .4 million)

Receives millions in ransoms

Lazarus Group = Cyber-heists of banks (for example, US$81 million from the Central Bank
Estimated to have stolen of Bangladesh)

upwards of a billion dollars = WannaCry that affected more than 200,000 computers across 150 countries

Take Control of Your Data

Taking a proactive approach to prevention through layered security solutions is smart,

but only one thing can guarantee protection if attackers get in—having a reliable backup system.
With Veritas Backup Exec, all your critical data (virtual, physical, and cloud workloads)
can be backed up, locked down against ransomware, and recovered quickly and easily.
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Get resilient against ransomware with Veritas Backup Exec '
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