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Better Together: Veritas and CrowdStrike

Eliminate threats and vulnerabilities for reliable recovery.

All organizations are challenged to mitigate ransomware risks and improve cyber
resiliency. Advanced threat protection utilizes Al to identify advanced, elusive threats
before they detonate. And when ransomware does strike, you need to eliminate threats
and vulnerabilities before you restore data to ensure that threat actors cannot relaunch
their attacks.
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Ransomware remains the foremost threat to cyber resiliency. As ransomware strategies

and tactics constantly evolve, organizations must be prepared to endure and rebound

from attacks. Advanced threat protection is essential, using Al to detect subtle signs
of malicious activity within applications and data stores. In the event of an attack,
the recovery process must eliminate vulnerabilities and threats from the backup data. Cleansing backup data ensures that when it is

restored, the attacks cannot resume or relaunch.

The Veritas and CrowdStrike Solution
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' Together, Veritas and CrowdStrike simplify recovery of backed up systems from secure,
l | air-gapped repositories in Veritas Alta™ Recovery Vault, evaluating the recovered

systems for patch level and threat surface before returning systems to operation.
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Average cost of a data The simplicity of this solution is key to ensuring that the process is regularly exercised,

breach in 20231 and easily accomplished if incident response is necessary. Veritas 360 Defense

leverages extensive data safeguards, built on the foundation of immutability, Zero
Trust principles, and data vaulting to ensure availability of data when needed for
recovery. Plus, Veritas Alta Recovery Vault offers a way to recover copies of production environments that have been protected from

cybersecurity exploits.

To identify threats and vulnerabilities in backup data before restoring it into production, CrowdStrike provides the ultimate protection
for cybersecurity. Powered by the CrowdStrike Security Cloud and world-class Al, the Falcon® platform leverages real-time indicators of
attack, threat intelligence, evolving adversary tradecraft, and enriched telemetry from across the enterprise to deliver hyper-accurate

detections, automated protection and remediation, elite threat hunting, and prioritized observability of vulnerabilities.

Veritas and CrowdStrike are committed to improve
ransomware defense to achieve rapid and reliable recovery.


https://www.veritas.com/alta/recovery-vault?inid=so_v2021
http://www.veritas.com/why-veritas?inid=so_v2021

Veritas CrowdStrike

= Zero Trust data protection platform: Tightly controlled = Threat protection: Detect threats in endpoints, servers,
access to platform with continuous service authentication and networks
= Data immutability: Tamperproof backup data = Threat hunting: Identify indicators of compromise for

= Threat detection: Early identification of ransomware threats malicious activity

and malicious activity = Vulnerability management: Discover and remediate

= |solated recovery environment: Reliable data recovery vulnerabilities

through limiting risk of re-contamination = Automated protection and remediation: Leverage Al/ML

to discover and eliminate threats
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About CrowdStrike \
CrowdStrike (Nasdag: CRWD), a global cybersecurity leader, has redefined modern security with AN
the world's most advanced cloud-native platform for protecting critical areas of enterprise risk— CROWDSTRIKE
endpoints and cloud workloads, identity, and data. Powered by the CrowdStrike Security Cloud and
world-class Al, the CrowdStrike Falcon platform leverages real-time indicators of attack, threat +1(888) 512 8906

intelligence, evolving adversary tradecraft, and enriched telemetry from across the enterprise to
deliver hyper-accurate detections, automated protection and remediation, elite threat hunting, and
prioritized observability of vulnerabilities. Purpose-built in the cloud with a single lightweight-agent
architecture, the Falcon platform delivers rapid and scalable deployment, superior protection and
performance, reduced complexity, and immediate time-to-value.

CrowdStrike: We stop breaches. Learn more at crowdstrike.com

crowdstrike.com

About Veritas VE I2 IT/\S

Veritas Technologies is the leader in secure multi-cloud data management. Over 80,000

customers—including 91% of the Fortune 100—rely on Veritas to help ensure the protection, 2625 Augustine Drive
recoverability and compliance of their data. Veritas has a reputation for reliability at scale, which Santa Clara, CA 95054
delivers the resilience its customers need against the disruptions threatened by cyberattacks, +1(866) 837 4827

like ransomware. No other vendor is able to match the ability of Veritas to execute, with support RS GET

for 800+ data sources, 100+ operating systems and 1,400+ storage targets through a single,

unified approach. Powered by Cloud Scale Technology, Veritas is delivering today on its strategy for For global contact
Autonomous Data Management that reduces operational overhead while delivering greater value. information visit:

Learn more at www.veritas.com. Follow us on X at @veritastechllc. veritas.com/company/contact
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