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Introduction

Amazon Web Services (AWS) PrivateLink provides private network connectivity between Amazon Simple Storage Service (S3) and on-
premises resources that use private IP addressing from your virtual network. This approach eliminates the need to deploy proxy servers

that typically constrain performance, add single points of failure, and increase operational complexity.

With AWS PrivateLink you can now access S3 directly as a private endpoint using your secure, virtual network, which leverages a new
interface endpoint within your Virtual Private Cloud (VPC). This feature extends functionality for existing gateway endpoints by enabling
users to access S3 using private IP addresses. The Veritas NetBackup™ APl and secure HTTP requests to S3 can now be automatically

directed through interface endpoints that connect to S3 securely and privately via PrivateLink. (See Figure 1.)
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Figure 1. AWS PrivatelLink provides a secure connection from an organization's network to Amazon S3
Why use NetBackup with AWS PrivateLink?

Interface endpoints simplify the NetBackup network architecture when connecting to S3 by eliminating the need to deploy an Internet
gateway or configure firewall rules. With this setup, you also gain additional visibility into your network traffic plus the ability to capture
and monitor flow logs within your VPC. Finally, you can take additional security measures with your interface endpoints by creating

security groups and enabling access control policies.

An Overview: How NetBackup Works with AWS PrivateLink

The AWS Shared Responsibility Model defines the distribution of security responsibilities between AWS and its customers. One of
the biggest concerns that influences cloud adoption is security. In the context of data protection to the cloud, transport remains an
area of concern for many organizations that are subject to data regulatory and/or compliance requirements. NetBackup users can now
safely transfer data to and from the AWS cloud without the risk of exposing sensitive data to visibility, tampering, or theft. Veritas has
thoroughly tested NetBackup with AWS PrivateLink to send backup data as well as recover to and from AWS S3. We are also proud to
announce that NetBackup provides day-zero support for AWS PrivateLink.

The Architecture

Figure 2 shows an sample environment with NetBackup and AWS PrivatelLink S3. This architecture uses the AWS VPN approach. You
will need to complete the following steps to perform backups to S3 using AWS PrivateLink:



In AWS

1. Create a Virtual Private Cloud (VPC) if one doesn't exist.
Configure the VPC IP range specific to the private network being deployed.
Add an S3 interface endpoint to the VPC. This is the actual PrivatelLink.

Create a Virtual Private Gateway (VPG) and attach it to the VPC.

2
3
4
5. Create a site-to-site VPN used to connect from on-premises to AWS.
6. Add the subnet for the on-premises server to the VPN and VPC subnet routing tables.

7. Create an AWS Customer Gateway (CGW).

8. Download the CGW configuration file for the router model being used and configure the VPN.
9. Configure the CGW with the IP from the VPN configuration.

10. Add the on-premises IP CIDR to the VPN routing table.

In NetBackup

1. Create or use an existing media server deduplication pool (MSDP) storage server for the S3 backups.
Connect to the AWS S3 endpoint from the on-premises server.
Create a new disk pool. (Completed in NetBackup.)

Create a new volume.

2
3
4
5. Connect Amazon S3 for the cloud storage provider.
6. Add the PrivateLink Region Name, Location Constraint, Endpoint/Service URL, and HTTP/HTTPS ports.
7. Supply the Access Key ID.

8. Supply the Secret Access Key.

9

Retrieve the List of Cloud Buckets; if none exists, create one.

10. Create a storage unit and connect to the new MSDP storage.

On-Premises VPN

= Submit the CGW configuration file to the on-premises networking team to configure the VPN.

Data Center AWS Virtual Private

PrivateLink Gateway
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NetBackup VPN

Figure 2. A sample environment using NetBackup and AWS PrivatelLink to Amazon S3



Configuring AWS PrivateLink for Use with NetBackup

Your AWS Privatelink will be unigue to your environment, but you can use the following architecture to set up an environment like the
one shown in Figure 2. For in-depth information about AWS PrivateLink technology and how to customize it for your environment, visit

https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html.
Create the AWS PrivateLink Architecture Components

From within AWS, select the region in which you will create the new VPC. In this example, we have used US East 2 or Ohio.

1. Inthe AWS Management Console, click the VPC service.

AWS Management Console

AWS services

w Recently visited services

53% VPC ﬁ Elastic Container Registry % Direct Connect (1) Certificate Manager

B s3 {8} ec2 &) AWS Organizations

» All services

2. Next, select Create VPC from the upper right corner. m

3. Give your VPC a name and define the network size of the new CIDR block range. In this example, we have used IPv4.

Create VPC o

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Name tag - optional
Creates a tag with a key of 'Name’ and a value that you specify

AWS_PrivateLink_VPC

IPvd CIDR black Info
© IPv4 CIDR manual input
IPAM:-allocated IPv4 CIDR block - new

IPv4 CIDR

10.240.0.0/24

IPvE CIDR block info

O NoIPv6 CIDR block
IPAM-allocated IPv6 CIDR block - new
Amazon-provided IPv6 CIDR block
1PvE CIDR owned by me

Tenancy Info

Default v

Tags
Atag is a label that you assign to an AWS resource, Each tag consists of a key and an optional value. You €an use tags to soarch and filter
your resources or track your AWS costs.

Key Value - aptional

Q Mame x Q AWS_Privatelink_VPC 4
Add new tag

You can add 49 mare tags.



https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html

4. Create a subnet within the newly created VPC.

Subnets (1) nfo

[ il
| Subnet ID: subnet-01cd512451cScedb6 X | | Clear filters |
Name v Subnet ID v State v
AWS_PrivateLink_S2S subnet-01¢d512451¢5cedbb @ Available
4
5. Next, create a Virtual Private Gateway (VPG).
VIRTUAL PRIVATE ; e .
NETWORK (VPN) You do not have any Virtual Private Gateways in this region
Customer Gateways . ) p : i
Click the Create Virtual Private Gateway button to create your first Virtual Private Gateway

Virtual Private Gateways

Site-to-Site VPN )
Connections Create Virtual Private Gateway

Client VPN Endpoints

6. Give the VPG a name and click on Create Virtual Private Gateway.

Create Virtual Private Gateway

A virtual private gateway is the router on the Amazon side of the VPN tunnel.

Nametag = AWS_PrivateLink_VPG (i}

ASN @ Amazondefault ASN @
O Custom ASN

* Required (FU LM Create Virtual Private Gateway

7. The VPG you just created will be in a detached state. You need to attach the VPG to the VPC you created earlier.

Create Virtual Private Gateway V.U 504

Q Filter by tags and attributes or search by keyword

@ Name « ID -~ State

(
@ AWS_Private... vgw-0e687b714782de653 detached




8. Click on the Actions button, select Attach to VPC, and select the VPC you created earlier.

Actions ~

Delete Virtual Private Gateway

Add/Edit Tags

9. After attaching the VPG to the VPC, the State should change to “attached”

Create Virtual Private Gateway [JF-T- {0

Q Filter by tags and attributes or search by keyword

[ ] Name »| ID - | State

@ AWS_Private.. vow-0e687b714782de653

10. Next, create a Customer Gateway (CGW). Give it a name, select Static Routing, and enter the public IP address given by your IT

department. Click Create Customer Gateway.

Create Customer Gateway

Specify the IP address for your gateway's exdernal inferface: the address must be static and may be behind a device performing network address translation (MAT). For dynamic routing, also specify your
gateway's Border Galeway Protocol (BGP) Autonomous System Number [ASN); this can be either a public or private ASN {such as those in the 6431 2-65534 range)

VPNs can use either Pre-Shared Keys or Gertificates for authentication. When using Certificale authentication, an IP address is optional. To use Certificate authentication, specify a Certificate ARN when you
create your Customer Gateway. To use Pre-Shared Keys, only an 1P address is required.

Name | AWS Privatelink COW i)

-

Routing - LAnamis

& static
IP Address | [P Address Given by IT i)
Certificate ARN | Select Certificats ARM - 0
Deviee | Optional a

* Required =L Create Customer Gabeway

11. Add your on-premises IP CIDR block to the VPC route table with the VPG as the target. This CIDR block is usually the subnet with

the NetBackup on-premises infrastructure.

Routes Subnet associations Edge associations Route propagation Tags

Routes (2)

Q

Destination v Target

CIDR Block Given by IT vgw-0e687b714782de653

10.240.0.0/24 local
* * * * * * * * * * * * * * * * * * * * *
o o o o o . T e e o o . o o e



12. Next, add an inbound HTTPS rule with the CIDR block you used in step 11 to the VPC security group.

59-09db3a17f5d2d8d00 - default
Details Inbound rules Outbound rules Tags
Inbound rules (1/1)
Q
= Name v Security group rule... ¥ IP version v Type v Protocol v Port range v Source
/] - sgr-07eadeal91593ddcs 1Pl HTTPS TP 443 CIDR Block Given by IT

13. Creating the endpoint is a multi-step process:

= First, define the Service category as AWS services and the Service Name. The Service Name will depend on the region in which

your PrivateLink is deployed. In this example, we are using com.amazonaws.us-east-2.s3 with the type as “Interface

Create Endpoint

AVPC endpaint enables you 1o securely connect your VPC to another service.
There are three types of VPC endpoints - Interface endpoints, Gateway Load Balancer endpoints, and gateway endpoints.
Interface endpoints and Gateway Load Balancer endpoints are powered by AWS PrivateLink, and use an elastic network interface (ENI) as an entry paint for traffic destined to the service.

Interface endpoints are typically accessed using the public or private DNS name associated with the service, while gateway endpoints and Gateway Load Balancer endpoints serve as a target for a route in
your route table for traffic destined for the service.

Service category ® AWS services
O Find service by name
O Your AWS Marketplace services

Service Name com amazonaws.us-east-2s3 €

L
Q| Search  com.amazonaws.useast253 ~  Add e 10202
Service Name. Owner Type
com amazonaws us-sast-2 3 amazon Gateway
[ com amazonaws us-east-2s3 amazon Interface
VPC* | ypc-0754676a68009ec0e - |C O
Subnets  subnet-01cdS512451c5cedbs [i]
Availability Zone Subnet ID
B usvast2a (use2-azl) ‘subnet-01cd512451c5cedbs (AWS_PrivateLink S25 ) -

us-east-2b (use2-az2)

us-east-2c (use2-a23)

= Next, select the security group for this VPC. If you would like to add specific (custom) access, you can enter that here.

Enable DNS name
Security group | sg-09db3a17f5d2dsdoo Create a new security goup @
Select security groups &
Q Filter by tags and attributes or search by keyword 1to10f1
GrouplD - GroupName - VPCID - Description - Owner ID -
@ s5g-08db3al7f . default vpc-0754e76 . EC2-VPC default VPCs . 678113565301
Close
Policy* @ Full Access - Allow access by any user or service within the VPG using credentials from any Amazon Web Services accounts to any resourcesin €
this Amazon Web Services service. All policies — IAM user policies, VPC endpoint policies, and Amazon Web Services service-specific policies
(e.g. Amazon S3 bucket policies, any S3 ACL policies) — must grant the necessary permissions for access to succeed
O Custom
Usethe policy creation tool to generate a policy, then paste the generated policy below.
*Statement”: [
“Action’: **",
“Effect”: "Allow”,
“Resource": "+,
“Principal®: "«
i
]
}
%
* * s o e e o R S . e
¢ o o ¢ o o - 8 ¢ ¢ o o .
¢ e e e o+ e o - - . * o o ¢ e e+ e o -



= Add any necessary tags and click on Create endpoint.

Key (128 characters maximum) Value 256

AddTag  50remaining (Up to 50 tags maximurr

e

14. Finally, be sure to note the DNS Names given by AWS because you will need them to connect from your NetBackup infrastructure.

Endpoint: vpce-0319af04731cc0d68

Details Subnets Security Groups Policy Notifications Tags
Endpoint ID  vpce-0319ar04731¢c0d68 VPCID wpc-0754e76a68009ec0e | AWS_PrivateLink_VPC
Status  available Status message
Creation time  December 6, 2021 at 2.55:02 PMUTC-8 Service name  Com amazonaws. us-east-2 53
Endpoint type  Interface DNS names

DNS Names Given by AWS

Private DNS names enabled  false

15. Now you will create a site-to-site VPN connection. To do so, you will need the VPC CIDR block, the VPG given by your IT department,
and the on-premises CIDR block on which your NetBackup infrastructure is located. (Although not shown here, the on-premises
CIDR block will also require configuration. We've used Static Routing in this example.)

VPN Connection: vpn-014675¢526cd89060

Details Tunnel Details Static Routes Tags

VPNID vpn-014675c526cd8%060 State available

Virtual Private Gateway  vgw-0e687b714782de653 | AWS_PrivateLink_VPG Customer Gateway cgw-0965d9a92602fde04 | AWS_PrivateLlink_CGW
Transit Gateway - Customer Gateway Address VPG IP Address Given by IT
Type ipsec.l Category VPN
VPC  vpc-0754e76a68009ec0e | AWS_PrivateLink_VPC Routing  Static
Acceleration Enabled  false Authentication Type  Pre Shared Key
Local IPv4 Network Cidr  10.240.0.0/24 Remote IPv4 Network Cidr  0.0.0.0/0
Local IPv6 Network Cidr - Remote IPv6 Network Cidr

16. The next step is to click on Download Configuration and share the downloaded file with your IT/Security department. It should

contain most of the information needed to build the on-premises rules required for PrivatelLink.

Once the on-premises configurations are complete, it's time to validate PrivateLink works correctly. Type in the following command

from the terminal of the NetBackup Primary server:
openssl s_client -showcerts -connect bucket. The DNS Name AWS Gave:443

If everything is configured correctly, the connection should be successful and a list of SSL certificates will be shown.

(=2 A LU E L Download Configuration  Actions v

Use NetBackup to Connect to AWS Using PrivateLink

To connect to the newly created AWS PrivatelLink, log into the NetBackup Primary server and navigate to Storage > Storage
Configuration. You will need to add an MSDP storage server or use an existing one. This guide assumes one has already been created.

To add an MSDP storage server, refer to https://www.veritas.com/content/support/en US/doc/25074086-149019166-0/
v149102574-149019166.


https://www.veritas.com/content/support/en_US/doc/25074086-149019166-0/v149102574-149019166
https://www.veritas.com/content/support/en_US/doc/25074086-149019166-0/v149102574-149019166

1. From Storage configuration, click on Disk pools and +Add to create a new disk pool and volume.

Storage configuration
Storage servers Disk pools
+ Add
[] Name Used space
No data to display

2. Select the MSDP server that will be used and give the new disk pool a name. Click Next to continue.

Add disk pool

@ pisk pool options (@ volumes

Storage server name *

MSDP Storage Server

Disk pool name *

AWS_DiskPool1 LiJ

Description

[7] wimit1/0 streams

Concurrant read and wiite job affect disk peformance, Limi 10 strearms to pravent disk averioad

The following options do not apply if you select a cloud MSDP disk volume In the next step.

High water mark
9 %

Low water mark
80 %

3. Next, you will add a volume. Click on Add volume from the drop-down.

Add MSDP disk pool

° Disk pool options o Volumes

Volume
Select volume
Add volume
Q
Name Available space Total size Encryption
@ PureDiskVolume 452,43 GB 470.99 GB No

Showing 1-1 of 1 (1 selected)




= Give the volume a name and then click on Cloud storage provider.

Volume
Add volume v

Volume name *

AWS_Volume1

Cloud storage provider *

= Select Amazon as the cloud storage provider.

Storage API type

Select cloud storage provider

% 1 item selected

Cloud storage provider Description Storage AP type
@ Amazon Simple Storage Service 53
() Amazon GovCloud Simple Storage Service 53

Now you will add a region and define the cloud bucket as follows:

= Give the region a name.
= Enter the Location constraint.

= Add the Service URL, which is the DNS name
given by AWS under Endpoints with the prefix
“bucket.” attached.

= Change or keep the defaults for the HTTP/
HTTPS ports.

= Click on Add.
* > * > > > * *
e e

Add aregion

Region name *

US East (Ohio)

Location constraint *

us-east-2

Service URL *

bucket.the_dns_name_given_by_ AWS_under_endpoints

Endpoint access style

Virtual hosted style

HTTP port *
80

HTTPS port *
443

m



= Select the newly created region and enter your AWS access credentials and secret access key.

Region*

Service host

Region name

Region identifier

()

efine veanact.l amaranawe ~om

118 Waet (hnrtharn Malifarnia)

@ bucket.the_dns_name_given_by_AWS_under_endpoints US East (Ohic) us-east-2
O 53-fips.us-east-1.amazonaws.com US East (N. Virginia) us-east-1
O s3-fips.us-east-2.amazonaws.com US East (Ohig) us-east-2

neanact.d

Access details for Amazon account

@ Access credentials

Access key ID *

Secret access key *

(O Use IAM Role (EC2)

NetBackup retrieves the AWS 1AM Role name and credentials that are associated with the EC2 instance. Ensure that the seslected madia server is hosted on the EC2 instance

= Select if you would like to change any of the default security settings.

Advanced settings

Security
Use SSL

() Authentication only
@ Authentication and data transfer

Check certificate revocation (IPv6 not supported for this option)

[] Enable server-side encryption

Proxy
[] use proxy server

WORM
[] use object lock

NetBackup retrieves the Object Lock information from Cloud storage. Ensure thet the targeting busket s crested, and 8

sk mode i set. R

= Choose Select or create a cloud bucket. Click on Retrieve list to connect to AWS.

Cloud buckets

() Enter an existing cloud bucket name

@ Select or create a cloud bucket

Complete all required fields 1o view available cloud buckets

Compression and Encryplion

v MSDP compression is avtornatically enabled
® MSDE KMS encryption is not enabled




= After connecting to AWS, either select a pre-created bucket or click on the +Add button to create a new bucket.

Click Next to continue.

= Add any replication targets, if required, by clicking Add.

Cloud buckets
() Enter an existing cloud bucket name

@ Select or create a cloud bucket

a z
Name Region
O cp-nbu-vid us-west-1
@ ngawsbucket1 us-east-2

Compression and Encryption

+ MSDP compression is automatically enabled

% MSDP KMS encryption is not enabled

= Finally, review what will be created and click Finish.

You have not added any replication targets

5. The disk pool has been created. The next step is to add a storage unit so backups can use the new AWS PrivateLink.

Storage configuration
Storage servers Disk pools Storage units Universal shares
+ Add |
[] Name Used space Volumes Storage servertype  Category Storage server
[0  Aws_Diskpooll 0.00 KB AWS_Volume1 PureDisk MSDP

6. Click on the Storage units tab and then click on +Add.

Storage configuration

Storage servers Disk pools Storage units

+ Add

D Name ~ Media servers Category

No data to display




7. Select MSDP and click Start.

Add storage unit

(O AdvancedDisk

(O Cloud storage

Direct backup to cloud

Select the type of storage that you want to configure

Media server local storage

@ Media Server Deduplication Pool (MSDP)

Deduplication to local storage and cloud

(O Openstorage

8. Name the MSDP storage unit and click on Next.

Add MSDP storage unit

o Basic properties

Name *

AWS_Storage_Unit1

Maximum concurrent jobs
7

<

Maximum fragment size

51200 :+ MB
9. Select the disk pool you recently created.
Select a disk pool
Name Used space Volumes Storage type Storage server Replication
@®  Aws_Diskpooll 0.00KBof8.00PI  AWS_Volumel PureDisk None
4
Showing 1-1 of 1(1 selected)
10. Select the media server you'd like to use and click Save.
Select media server
() Allow NetBackup to automatically select
@ Manually select
Name NetBackup version 0S platform
a 9.1.01 Linux
The storage configuration is now complete, and you may now use the new media to perform backups.
* * * * * * * * * * * * * * *
o o o o o o . 14 + o+ & e .
* * * * * * * * * * * * * * * * * *




Conclusion

With Veritas NetBackup and AWS Privatelink, you can now access your S3 directly as a private endpoint using a new VPC interface and

safely transfer data to and from the AWS cloud without risk of exposing sensitive data to visibility, tampering, or theft.
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