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s RERGEEENEIERT Backup

« EAME FIPS 140-2 193z

« R 256 fI AES WRRMNBE LRI

« RGP BRSNS EIENSEINE

\

KF 128/256 s R I=mirE (AES)
BT RN, FEHIEL 2R

SEETR (SSL) BT HE SN
B
Exec B EHNZ &M,

IR AT EEE L 2470E (PCI DSS)
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HIEMERS, SREIENRISE K, AR S
« HTFRERAMESMKBRNBABDHNTRREFEE, EXRETOASEMEEER S,
« BEAATBHNNARGE —NEEXG, MAHTARETVNERS FHIERR,
s WREHERRIRZRIP, BIBETEENE=TFE,
o SN, AT MSRIET R SR E G P N mAT RE RN AE,
» EREEHTRBEE, BEREAABREMHERARE,
« BFRTUNEEEEMBNRFEHEEETRERNNRE,

NEERPEBXNRPEIROEE R T E 2B, B PUEREENM—ERERANZENEEMIRE ST, B L ASHIRESH
WRPLENE, XEENETERFRNBRENARNERN, BREKMTIEME N IIRERE RN E,
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Backup Exec 12HNIZEIEANThEE . XTEGRIATINER oI {55 2 5 3 R R BANK I 0], 1T 1a] B [0 M0 2 5B A A R B 1S G B B IR 22 SA A BE
6], Backup Exec BN, hFFLEFEH T10 FREHTEENZRNE S, —BEEIEE TEMEVNEMHIEE, Backup Exec B2ERE
.

Backup Exec XFMME L ERH: 128 (if0 256 N SRINEIRAE (AES) o 256 {7 AES NEHNZERFIES, EA 256 fr AES HZHK
T 128 &

Schedule =

PR, %“_ﬁ Options for all backup jobs in this backup definition:
Network Priority:

Notification

Test Run @ Full

Verity S [3 DiskStorage_1237 (0.999 T free) [~]
Instant GRT

Advanced Open File hesplice: E =

Advanced Disk-based Backup Compression: | None I'I
Pre/Post Commands Encryption type: | Software [-]

Files and Folders Encryption key: | CloudKey [7] [ Addkeys |
Virtual Machines

Microsoft SQL

1: BRI T OB E LT
SR, 128 I AES MZ T AEREMMERE MW, /8 T10 FRENEHFNETE 256 i AES. ZTEREMN LN, ENZNEASEHED
SEWNE, BE, B EHNEN &HEETIE,

WERANT#E Backup Exec BT ERUNZNSRIMNZARA (AES), BB T LS.
4l L i E on.S
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%% Backup Exec B, 23<i2 FF =7 Backup Exec fR%588 7018 Backup Exec REHIEMTZIEITEA 2R ME KMo Backup Exec BT RIFE
¥ Backup Exec RIEEFIITEA £ XN EIBITINE, REFNZEIEZEE Backup Exec AR% 88, RJ5, Backup Exec EMEHIBEBEE—S A
AERFEELR (AWS. Azure. Google %) | i S 174
Backup Exec T AT T 328 53R #t 47 h0 %%

» AFPHEE, WXHF Microsoft Exchange ##8/E

o TUEURE, XHE. BHERNRERGER

» BT LR RR R RIE R

Backup Exec &M% Backup Exec TTEIBS IR 6945 % XHERBRE B W &M EN ST, ol UE B ESE . Backup Exec BEE
G, SREHTINE, B2, WRENEBNZEBNREESE, SHEVEFEEKNEIT %M.

Veritas IR INRT B E BEHESE, BHEREJENBZ BT, ENBLRT, BIESTEHENIL I TFEBTLNEIR, FHENEL
EREBH T,

HEEKIME B LEIRE (FIPS) 140-2 MK G

Backup Exec AYFERB AR & FIPS 140-2 FRAENREIIR, 20REBFEZIET, WIESAER 256 i AES MEEH, tETE BT Windows
TEM.

Preferences

Alerts Network

Backips Network interface: | Use any network [+]

Job Status and Recovery Brotocel: I Use any protocol |'|

Job Logs

Allow use of any available network interface, subnet, or protocol for Backup Exec agents not | ‘7
nterface Details
bound to the above network interface, subnet, or protocol | =

Database Maintenance and Security Enable selection of user shares

Reports [C] Enable TCP dynamic port range: |_1025 2] -

Logon Accounts

Catalog

Custom port number (Oracle only)

[T Use a custom port to receive operation requests from the Oracle server:

Discover Data to Back Up

Veritas Update

Network and Security Data encryption

Simplified Disaster Recovery Use FIPS 140-2 compliant software encryption

Storage ) Whenever you check or uncheck the option to use FIPS 140-2 compliant software encryption, you must
Fionict Gl restart the Backup Exec services for the change to take effect.

Barcode Rules Manage encryption keys used by jobs:

2. "MEEZRE" THE FIPS 140-2 WM IIEES
RLEBHIM (EEREEBMSNER /X ) MRSBFEENKER (FINEAKER ) BEHEEST FIPS 140-2, MR T IEHSIE R R
B,

X FIPS WIEMAE R, IESFI T XE: http://csre.nist.gov/publications/fips/fips140-2/fips1402.pdf

&0 7 “%F Veritas Backup Exec” XiEHEFEE OpenSSL/FIPS BA, WA 3 Firo


http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

TR hn %

Backup Exec XFNMEM T10 MEIREN IS FE RS HITEHNE, EREHNEN, BEEAEIITENEZRTFE RS, ATmrE i
#TI0% Backup Exec ol &35 R 2 EHR NI Z 2 Ao

Backup Exec {XEZFFaI i T10 Mz 891& &,

B A T R R FRA IR &SRR https://www.veritas.com/support/en US/article. 000017788,

&% Full
Storage: [= quanTuM ULTRIUM 5 d
Media set: [¥* keep Data for 4 Weeks ']EJ

~ When this job begins
71 Dyerwrite media
@ Append to media, overwrite if no appendable media iz available

i Append to media, terminate job if no appendable media is available

[ Eject the media after the job completes

[ Use Write gnce, read many (WORM) media

] Export media after job completes:

Export media to vault:

Mone
Compression: | Hardware (if available, ctherwise none) - |
Encryption type! [FardwaE.. . ™|
Encryption key: |Nunu 'l | Manage Keys |

&, To use hardware encryption, you must use a 256-bit encryption key.

3. WHIE

AR A TL0 FEMEHINEERE 256 L AES. RIEERELD 16 D FRHNELIE, S0 Backup Exec FaVF2 BEHIE,

mEEA

MM AT BE7E Backup Exec PEANZEIIEE, AP GIRNZEZAN, Backup Exec EETEEXAPNR EFRIRF, £ AFTHFRIR
FFRARCIZE R QIR BANA PR A BANITEE,

RN ERE NI, WEEXREENEBLIERR—MIBRR, VRREENE, BIBEINERT, AREEMEFNINRRARENKLA
TR XREE M,

WREW RN I, Backup Exec S EHEE TR EFEZIIENNEZRH WRITAIZHHETELE, Nl Backup Exec SRR IEEZH 0
BRERNZH, MRAERHT ZRTNEYZ BMERZA, EVETE KM,

WRIEETHFELE, Backup Exec HAEINZHER, Backup Exec R EER, WRIEFERIZE, N INEHBEHRROINEZRR,
Simplified Disaster Recovery X #H# BRI NZENE M EREITEN, WREFESHHEINES Simplified Disaster Recovery &1, k&
TN BSSRTEMAS MRS NENZILEE, ETMIKE.


https://www.veritas.com/support/en_US/article.000017788
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Backup Exec AT REHNNZZR:

=
BCzEReas 2 TEEMELERE], FEAZB AT IEAIZBARNBEGE, WRERIZ IR,
R HEEMENERE, AR T E BiZBA NSRS, BERARESNE P BB RNEE, WRERAFE
HEHAPZWEFENENEIE, Backup Exec HRRmZM P RHELGIE, WRELERHEZHNIERBILEE,
BT AR R EIR,
BEE

NEFAFTELUTRONEDEE, BB ERNK, BE TFFIAEMN, BENELEEFFHNNT 8 3 128 MziE, 128 fr
AES MEBENRNFFHFEA 8, 256 i AES MENH/NFHFEI 16, Veritas BWEEBL TR/ FH RN TG E,

AR A TL0 FRENEHINBRFRE 256 L AES. RIFEBED 16 MFRHNELIEE, TN Backup Exec T2 BEHIE,
itsh, BBNZREEREABNEFE HFURFRFFNES, N#RAERNEIE DS AXAELTHIEE,

BIEIE RGBS TN ASCI £, BIF% 32
£| 126, ASCIl FF 32 2 =74, oI AEE L
Key name: HZAE N . ASCII 7% 33 %) 126 2F.
EnterKeyNameHere

—_——. 1" #3%8" ()*+,-./0123456789:;<=>?@
| 256-bit AES v ABCDEFGHIJKLMNOPQRSTUVWXYZ

Note: The pass phrase must be at least 8 characters for 128-bit encryption, and at least
16 characters for 256-bit encryption. \["abcdefghijkimnopgrstuvwxyz{[}~

Pass phrase:
LAl LA L] ”ugﬁﬁ%g

Confirm pass phrase:

ssscsssssene é’ﬁﬁFﬁlJEj}ﬂ%\‘%"%ﬂHTj, Backup Exec ETEE
FAPHRERIRE, £ NIRRT RIRCIZE
o CIREANA P BR AR AN IS,

Encryption key type
Create encryption key with the following access:

© Common Backup Exec ¥ Z$ATFME7E Backup Exec $UiEE
Dfa;a tzt isExencrypted with this key can be restored by all users of this installation . 182, Backup Exec RETFiE B MR ILEIE,
p—— S UPOFEE TR L PR,

@ Restricted
Data that is encrypted with this key can be restored only by the user who created
the key, or by other Backup Exec users who know the pass phrase for the key

/i) If an encryption key used in a backup is no longer available, you must provide the
pass phrase during restore. Without the pass phrase, the data cannot be accessed.

oK |[ Cancel I.:E:

4. ARIMNEES



NFZARY, Veritas B
v BELEUREERICE TR REE—TRL2NYENE, SNESHES F R
» &1 Backup Exec £ . BIEERT T ZHMIDT R

ER: WRAKREW Backup Exec BIBEFETIC T HBILIE, B EMINZANTRIEREHE, 7EXFPERT, Veritas I AT EIIZ B IR

7% — Backup Exec R% 88 LR B A 245 C T1% Backup Exec IRE 288, TETE Backup Exec Rz BB\, B2, TUEHARE
BB 7 2t Backup Exec BRE 28 FOIEFIZH, BIREIBBASEMMBRNEZ R, thid, WRA/IVOHBRT 248, o] UFE AZREIEE 5
B3,

This list displays the available encryption keys. Select an existing key or create a new key.

Encryption key information:
Key Name ¥ Created By i Encryption Type | Date Created
EnterKeyNameHere = HV\administrator 256-bit AES 02-04-2018 04:27:26
CloudKey HWadministrator 256-bit AES 02-04-2018 04:27:57

5: BB AEHE

4048 Backup Exec BR%5 88 L8 Backup Exec B E LRI ER FERERR, SN FNEFN O BRFMEE RGEIRETNBEINEZHR,

WREHIEEM—E Backup Exec [R%#8#% 5 5 —& Backup Exec BR% 28, WA EH Backup Exec FRE &8 HE AT &, MIEZE AR RE
T,

= 5515 Backup Exec fR&5#8 A B HEREBA K,

= 516 Backup Exec AR& S8 EER— M,

ERERINE H AR E L

Backup Exec NELHEFZHEERICEINGE, FTIREX Backup Exec BEMEPHRIEAEREER, BETNEZRHANER, FHEEDGET RIS
Backup Exec #2%& 8 "TE/FZEX" L2 TiHR (SR 5),



Backup Exec E1Z BERER:

« FNEERNEIE ‘SA'"‘“ e e o
-
« nEEAEIMER M iog
Date/Time ¥ User Name Category Message Rgfr:sh
- j][l b:"-l_‘\ %_‘\ %H H"] ﬂ% Ei 4/2/2018 4:27:58 AM HW\administrator Encryption Keys Encryption Key CloudKey has been added. m
ﬁ E E 4/2/2018 4:27:27 AM HW\administrator Encryption Keys Encryption Key EnterKeyNameHere has been a: Save Log To File
- WHERHAPHB 4/2/2018 41501 AM H\\administrator  Jobs 1oh Defauft Sackup to Disk - O B0 fare-4351
= BRI HHE/E(E 4/2/2018 41501 AM H\\administrator  Jobs Job stage Incremental has been added.
4/2/2018 41501 AM HWadministrator Jobs Job stage Full has been added.
L] E Eﬁ[ﬁﬁ Hﬂ 4/2/2018 4.00:01 AM HW\administrator Audit Logs 0 expired audit logs were deleted
47272018 3:10:19 AM H\hadmi Server i i:e”::n"::m # ReocaumringCredentisiChedSta.
T R E B 6 B HIRBT I8 R MRT T . | ;
Number of log entries: 20
= e PN SF e
& /ﬁﬁj] mﬁuﬁlﬁﬁhlﬁﬂﬂo
m)

6: FZBE
BACKUP EXEC #iiEFE &% A

Backup Exec MZ SRS RGEEFMTE Backup Exec BIBE T, LT Backup Exec B, ES B BIE— M EIBENZRZA, FHEHE
ENEZRINENERE: EXKFAEE. BFNE&ELNERAS, SUBENEZRFMHE Backup Exec RIEXH Data XHXH,

Database Encryption Key A0 X

Database Encryption Key Has Not Been Exported

You must export the database encryption key to a secure location so that Backup Exec can be recovered in
case of a disaster.

For more information, see TECH226330 on the Backup Exec Knowledge Base.

Export Database Encryption Key.

B 7. TRELOEIRENZZSR

WF LT ERIER, &SI Backup Exec BIBENZRZA.
= X Backup Exec IRE & MITFehRAERE
= {£8 Simplified Disaster Recovery (SDR) ¥ Backup Exec AR 28 HiT IR E
= 1% Backup Exec M\—&ITENITHE S —EFEN
= fRR Backup Exec FR% 88 E B9BIB B MR 2 AR B R BT T 1B

Veritas 1% Backup Exec BIEBENZZASHE N RN E, DEMEZERMTISN. BREEENZZHSHOME BT
 UTFEANRESBESTHYIES, 3 UNC BERENMERE (RFREFNEBESHMEHLT)
« BEEBHBEERE
= AT M Backup Exec BR%5 88 8t4715 0]
= Backup Exec BE AR



Backup Exec Database Encryption Key Management

The database encryption key is required to migrate or recover the Backup Exec server.

Path: WT-Sec-N2\DEKLocation

[[] Remember the export path. By clicking this check box, you consent to let Backup Exec retain and
display the export path during import operations.

4, You must export the database encryption key to ensure that you can migrate or recover the Backup
Exec server later. Export the key to:
« Either a physical volume that is assigned to a drive letter or a network share that is specified as a
UNC path
« A drive other than the drive on which Backup Exec is installed
= A secure location so that an unauthorized user cannot use the key to access the database

8: Backup Exec #iRENZHHEE

5 BACKUP EXEC ¥R &R £ SQL &

Backup Exec #iEEGEE XM VHSRELR, FlAFPIKFEEFESHEIES . R Microsoft SQL Server 5 Backup Exec $UEEZE
EPSEM AR RN EZE— P, Microsoft I, RE SQL Server SN AR Fz BEIMHIEEHIBIT ML, BEMH SSL %,

TEWLRIEF B, Backup Exec BRE5 SQL Sz BIHV R Z i = iR id M 45

= 1§ Backup Exec #UBER ENEPREIEE, HIUT CASO MEANPRELELRESE L, I TFHERNWELETER, BB LR DTRE
BT L, B0 1646 B2 Backup Exec FRSS 88 S AL Z 7 EHY,

= 1&TTEEX Backup Exec #U4BFEE IR SQL 5L, X4 Backup Exec BRESHE A IB 13 M 4517 a1 5048/

WRIEE AN BRUPEXEC 894 # 2 TA SQL Express 3261, M Backup Exec #B®EA SSL &, WRERE Backup Exec £ AEM (T
SQL Server 61, N4 B F7E B M1

SQL Server fEAIEBIMNZREIE, EaTUEKBSHIUER, Wik SQL Server B ENEMNBEEZIUEH, BUAERT, Backup Exec £
SQL Server BINEMMBEZIER, 852, Veritas BV EOEFFHEC IR RZ 24,

7t BEDB iz#2 BEDB

Ho. %4 SQLEE
ER: FAMNZE AR SQL Server A Backup Exec $BEZ BMIBE M. BAXSHEME PIIA—AFIMIEIRISTRE, FFENZARZEIE
RERE,
BAREEREFRE (SSL) fZE S5 SQL Server BIEREFEMER, 155 % Microsoft AR E,

IREX SQL Server {£HAECHIES, MABUETE Microsoft FIZE K, IERTNZBEZM, thal BHIEBFANNAMME . IEBT LA T UE
IEA RS, BT IR BHANE=F M4,



B Microsoft IERERNEZEL, BFSHILT Microsoft XE: M1%Z5 SQL Server = [BI#ZEE,
Be B N2 2 A/, BIUEEE AIEE SAKE Backup Exec £BE T ENL A AR HIE BT .

BHRIUMAERSE B LSARNLZIETIENESEE, EZHILT Microsoft X=.

SNIEREY, BN BIETT SQL Server lREHIE—FB K

fEM SSL MM %R LR (NSL)

Backup Exec 2 #t# SSL o #FRIEF Backup Exec k%528, A WAN. A B =S RB=ZRSH IRV A RETVIMIZT 2R, EaiR
SUEBTEHRERBEALERMEZZNEREIELSTE,

WEBIAES SSLESHER, MHRIZERIEN Backup Exec MRRSE BT WAN. LAN SiHMEFRERMEHNEIBELLREM,

Backup Exec 7 Z AT A 8RS 2 2 81, 7 Backup Exec =2 K IEF1 Backup Exec BRE 28 Z [BIESLE T, MR R ETMIPELA (MiTM) @12,
X ABREFERERIER Backup Exec FR% 88 = [B11@ 1 M &£ HuR 09 KBS

MITM BB T8 S SEAURTTR, BERHEEBIT S HRIEEHT NDMP %<, BEEZEFARRMIANE, sOTZME L RRNER, B
FEREENAR, BB TMENENRSE L,

Backup Exec f£/ TLS 1.2 (FHEZ %) M7 Backup Exec FRE3FIZRIPIRS 28 BRI (X FF Backup Exec FR%588. Agent for
Windows #0 Agent for Linux) Z 8831 NDMP E3r SSL #E#2%,

AREL e, EFE NDMP X Backup Exec RS8R &R B A SSL R AREL, TLS EET52 AR FEEETT,
E Pl uiE A Backup Execo TLS 1.2 X% AES-GCM BHEH, ZEH A B ZFHERLHRFERES CBC 1 RC4 HfE,

tb5h, Backup Exec £/ SHA-2 I+ 7E Backup Exec FR% 83 1 =~ [8]#t 1T SSL #®15. Backup Exec FR5588. PREMEIRE 2. 45 Backup
Exec BR%588. Agent for Windows #0 Agent for Linux 3% #f SHA-2 SSL i, SHA-2 IEBHR &M E S,

> Backup Exe R SEHBT UK AB S HIFBMANM (CA), NAEHABEL CA (1202869 Verisign) EBHHENFR, EEBEBIUH, R
EREDBINEERIE, —BEAXLIFEE Backup Exec BREEFIEfE R IE Z BIEEE, stal AP EPELA (MITM) B Backup Exec BR%
SIrERE B ATBEH NDMP i,

e+ E 48

GREI E R AR E G TR, Backup Exec BEESE X, RAEENE, X2SBENRETIE,

IREXSE MENfE FARE M E G FOER A0 ER, MEHEAE L4 < BT W NESEEIEREML, BT EERHELE. Veritas BUWAERFINER
38 515 PR 1 IR 4



BACKUP EXEC HFHIR &= H & EHE

ZEERHEEHEINFEILRT Backup Exec BFPRERFIEMZ 2N,

User access settings
iSecure the Backup Execconsole
&) Only the owner of a System Logon Account, who is logged on to the console can change the user access
settings.

10: Backup Exec 8L £ H &
TR EEEFEP, Backup Exec 1210 TIh8E
SHIE

BRZEERHIEEREERERSHEINRIF, Fit, ¥ BE AFREEMI, Backup Exec #ABEIRBaEAEERHN Windows BFPIKFEXR,
MR AFEEE R Backup Exec i2#| & & B EHWA S H IR
SEPE

BRZeEHEEEERIEREAXEUEINE, Fit, BE AFPRARERHEIE, SEEHMHTHNRIES EHY BE BFRE,

#BikIES BACKUP EXEC BL &1 M

TEB KGR B, Backup Exec EBEMUTEA:
» ATHITEMHONEEERDBREERNEE,
» Backup Exec [RESB3FIZRE RS MmO 2shA T, BENE. SHOTERRESRIEESENRITM,
« TN BREHF5 Kt DS E, HEXESEE NIEE BT & 0T RARMLE, s XS EERREREREH NS £,

Backup Exec 20.1 MRAISIET S RIBA SERB KRN, 4 VR X575 57 B O3 IR BN BT SAbss O 0 1o, XBB T RAREREZ S
SRR M A B

RIEME
RAEH A B EHUE, Veritas 58ZLRIL
« BRI PRI EIE R S
 WEME, NRZET/ENOREHTIZRIFE,
« EERBERT L THSMFRURN, MIBRE)RIE IS IR EE,
« FARMNENEHT ENAERERGINBREF.

» RBEZERP, BREZE, KRNRPEENE D SESTHIEIRERRAN BREF, X EIEAON SR B b #HTE 2400, DU R
Eraca

» BEETMERNENAANRENES, KENGTE, RELXAFERTENENER TTHHTRNEBERBEXNIEIER
S



« BEHITU T RIECIRZRZILAEIE.
- ERNFHRN S TERNRNFHFEG
- ERXEHNEFE HFURFARFHNAES,
- BRAEBRNEEPSIAXFE .
- REMRTBELE D,

« 7 FIPS = FiE1T Backup Exec RS HEBFE FIPS BRH 256 i AES M,
» RBEIE SN BE TR E NN A E B I0E, WGBSR G0 2 sk A 1L R E R,

M VERITAS R &iRiF

Veritas EFEM=HRE, BEABOTRP=HIIEFIZTT, Veritas Technologies BF U FEF 7 RRIPREF R, HAERGF LSO SR
LR HE, 5, BRIREB G~ RENZ LN, Veritas ERERNMHREFLEIER &, KETH S ERENZ2RE,

AXHEIART Veritas Backup Exec TR EFINE B, A X A2 EEHINEEM IR, HAREK Backup Exec RFH R £FNZRINEEN £

M&o

WRELE Backup Exec SUEMTHAM Veritas @A T 220/, B R Veritas BANAH /& MBS Veritas AR R

Bg

&Bh Backup Exec MILHIMZFIR £IE, 1T B RIPBFIGUREE, EARERNNF AL L. TWH 128 1/256 I AES
OpenSSL &M%, %6 Backup Exec 3895 AR RIEM, o F BB BE 1B FRIFT R RS 362 Backup Exec By W al UL #l%
KEBIBFEATAHT, TR ETE. B EE 2 LEIRE,

THREZHENE

Backup Exec ™ 7T

www.backupexec.com

Backup Exec E#¥5i

www.backupexec.com/admin

Backup Exec #&

www.backupexec.com/resources

Backup Exec F&&M

www.backupexec.com/compatibility

Backup Exec AR X www.backupexec.com/support
Backup Exec £l www.backupexec.com/training
Backup Exec AP 121z www.backupexec.com/forum

Backup Exec &

www.backupexec.com/blogs

Backup Exec # 60 X k¢
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Backup Exec 1T[5
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Backup Exec 128

www.backupexec.com/save

PartnerNet
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